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Abstract

Sensors are among the most vulnerable electronic devices when encountering high-power electromagnetic
waves such as (HPEM), (UWB), and (EMP). To assess the damage caused by electromagnetic attacks, a typical
sensor model is proposed and simulated by the finite element software (COMSOL MULTYPHYSIC) and the
vulnerability is studied. The results show the destruction of electronic components in the sensor during attacks.
When the frequency of the pulse carrier is similar to the operating frequency of the target, more destruction is
observed. Parameters such as the angle of radiation or the proximity of the elements used in the sensor can also
increase or decrease the degradability of the target. In this paper, the factors affecting the vulnerability of
components during the emission of high-power electromagnetic waves are investigated and finally, the extent of
damage is shown.
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