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ABSTRACT

Preventing damage in cyberspace involves complex mechanisms such as threat, punishment, non-
admission, plight and norms. The purpose of this article is to clarify some of these conceptual terms and the
policy of using deterrence theory in the cyber territory of the Islamic Republic of Iran. Formulation of an
effective strategy in the cyber arena, requires a deeper recognition of the various dimensions of deterrence
and prevention in cyber domains. Developing the base theory of deterrence against enemy cyber threats in
the country's cyberspace requires accurate knowledge of the domain of defense and formulation of
strategies based on the base theory of deterrence in cyberspace which has unfortunately been neglected.
Our problem in this research is the lack of a codified theory to create deterrence in the country's
cyberspace in face of cyber threats and, consequently, the recognition of deterrence requirements based on
upstream documents and existing approaches such that in the face of enemy threats, the country's
cyberspace stands firm and resistant with the ability to continue the required functions and at the same time
retaliate enemy threats. Creating and using all possible human and technical cyber capabilities in order to
be ready for adaptation (resilience) in variable and dynamic cyber conditions is an undeniable necessity
that while sustaining resistance and sovereignty, it will maintain and increase national interests and goals.
This issue should be considered as a fundamental and national value in the theory of deterrence.
Considering the uncertainty of the cyberspace in addition to its dynamics and threats, and given the chal-
lenge of identifying the source of the threat, in order to prevent the failure of deterrence, the evolutionary
theory is proposed which seems capable of obtaining desirable, preferable and sustainable strategies, and
their constant updating and restoration. In this research, the strategic benefits of cyber deterrence (vision,
macro goals, dominant basic values, principles, requirements in upstream documents) have been enumerat-
ed, based on the opinion of communication, information technology and passive defense experts in the
academic and executive bodies, and finally gained the necessary approvals in expert assemblies.
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