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Detection of Attacks against Web Applications

Using Combination of One-Class Classifiers

H. Shirazi*, A. Jamalyfard, S. M. R. Farshchi
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Abstract

The passive defence strategies are used to protect the national security in the asymmetric defence conditions. The web
application is one of the most widely used tools in the World Wide Web. Because of its dynamic nature, it is vulnerable
to serious security risks. The discovery of cyber-attacks can be seen as a method of enhancing national resistance.
Anomaly based intrusion detection is an approach that focuses on the new and unknown attacks. A method for anomaly
detection in web applications using a combination of one-class classifiers is proposed. In the preprocessing phase,
normal HTTP traffic is logged and features vector is extracted from each HTTP request. The proposed method consists
of two steps; in the training phase, the extracted features vectors associated with each request enter the system and the
model of normal requests, using combination of one-class classifiers, is learned. In the detection phase, anomaly
detection operation is performed on the features vector of each HTTP request using the learned model of the training
phase. S-OWA operator and other combination methods are used to combine the one-class classifiers. The data used for
training and test are from CSIC2012 dataset. The detection and false alarm rates obtained from experiments, shows
better results than those obtained by other methods.

Keywords: Cyber Security, Web-Applications, Combination of One-Class Classifiers, S-OWA Operator.
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