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Abstract

Risk assessment is a major part of Information Security Management System (ISMS). Using risk assessment,
information security status can be determined and by making right decisions, any unnecessary cost could be prevented
as well. To improve information security management an effective approach for risk assessment should be utilized.
Moreover, introducing an efficient method with a few number of errors can be a desirable step to improve information
security risk assessment process. This paper offers a new approach to information security risk assessment. Defining
new measures to determine the threat likelihood and vulnerability is the main achievement of our proposed approach.
Then, the relevant risk is assessed with respect to impact of the incident. The risk is calculated using Artificial Neural
Networks (ANN). To demonstrate the applicability of ANN, three other intelligent methods, namely "SVM", "DT"
and "KNN" are implemented and compared with ANN.

Keywords : Information Security, Risk Assessment, Artificial Neural Network, Intelligent Methods

* Corresponding Author Email: doostari@shahed.ac.ir



