Passive Defence

Vol. 16, No. 3, Autumn 2025, Serial No. 63
ISSN: 2980-8030 , E-ISSN: 2008-6849 tma

Reducing Cyber Risks in the Internet of Things Using Hybrid Graph and

Behavioral Deep Learning Models

Afshar Khosravi'", Mohammad Ali Javadzadeh?

1Correspondence: Ph.D. Student in Computer Engineering, University of Imam Hossein, Tehran, Iran. Email
Address: khosravi_afshar@ihu.ac.ir

’Assistant Professor of Computer Science, University of Imam Hossein, Tehran, Iran. Email Address:
javadzadeh@ihu.ac.ir

ARTICLE INFO ABSTRACT

Article history: Cybersecurity in the Internet of Things (1oT) is a critical area of
information and communication technology that faces major
challenges due to the complexity and dynamic nature of loT
systems. One of the primary issues in this domain is the
detection of anomalies and sophisticated cyberattacks, which
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affect system integrity, performance, and data confidentiality.
Previous research has explored various approaches, including
temporal behavior analysis and network communication

Keywords:
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Internet of Things (loT) modeling, to mitigate cyber risks. However, when applied
Behavioral Analysis independently, these approaches often fail to provide a
Graph Neural Networks (GNN) comprehensive defense mechanism. To address these

limitations, this study proposes a hybrid approach that integrates
graph-based modeling with behavioral deep learning methods.
Specifically, by representing device interactions as graphs and
analyzing temporal variations using Graph Neural Networks
(GNNs) and Long Short-Term Memory (LSTM) models, the
proposed method enhances anomaly detection and reduces the
likelihood of cyberattacks, thereby lowering overall cyber risk.
Experimental evaluations conducted on loT-related datasets
demonstrate that the proposed model significantly outperforms
conventional methods. The results show superior performance
metrics with 0.92 accuracy, 0.91 precision, 0.94 recall, and an
F1-score of 0.92, along with a reduced false alarm rate. These
findings highlight the effectiveness of the proposed approach in
strengthening loT cybersecurity, representing a significant
advancement in risk reduction and system protection.
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